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Agenda

1. What problem are we trying to solve?

2. Transparent Data Encryption in Postgres

3. Demo
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What problem are we
trying to solve?
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▪ EU Regulation

• Entered into force in 2023

• Will apply on 17 January 2025

▪ Goals:

• Strenghten ICT Security of financial entities

• Ensure resilience of financial sector in Europe

in the event of a severe operational digital disruption

Digital Operational Resilience Act
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▪ One of the DORA requirements:

data is encrypted at rest

▪ Addressed by Transparent Data Encryption (TDE)

▪ Feature of EDB Postgres Advanced Server (EPAS)

What about Postgres and EDB?
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▪ Info on DORA: https://trust.enterprisedb.com/

▪ From now on,

this webinar

will cover

TDE with

EDB Postgres

Advanced Server

The topic for this webinar

https://trust.enterprisedb.com/
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“Why do we need Transparent Data Encryption?
Our disks are already encrypted…”
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“Why do we need Transparent Data Encryption?
Our disks are already encrypted…”

(will be answered later)
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Demo #1: Postgres Data Files
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Transparent Data
Encryption in Postgres
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TDE Overview
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▪ The Data key is used to encrypt/decrypt data files

▪ The Master Key is used to encrypt/decrypt 

(wrap/unwrap) the Data Key

• Stored in a Key Store software, not in the database!

• Postgres retrieves the master key from the Key Store

▪ Allows key rotation without re-encrypting the entire db!

The Two TDE Keys
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▪ Software for managing life cycle of master keys

▪ EDB partners: Thales CypherTrust Manager, Hashicorp 

Vault

▪ Examples:

• Key generation

• Key rotation

• Key destruction

• Key import/export

• Role-based access control

The Key Store
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“Why do we need Transparent Data Encryption?
Our disks are already encrypted…”
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▪ With TDE, the data is encrypted at database level

▪ Backup files are encrypted too

• Can be stored in the cloud without leaking data

• Reduces surface for security attacks

TDE v Disk Encryption
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Demo #2: Transparent Data Encryption
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▪ See the blog article linked from the main TDE docs: 
https://www.enterprisedb.com/docs/tde/latest/

“The benchmarks described in this article indicate that the 

use of EDB's TDE extension does not have a significant 

impact on transaction performance (<7.5%) or database 

upgrade times (0.3%).”

What about performance?

https://www.enterprisedb.com/docs/tde/latest/
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Try Out Our Extreme HA Solution

Test drive EDB’s five 9s uptime-

capable solution with 5x 

throughput performance.

Continue Your Research

Learn more about how DORA is 

impacting the future of database 

resiliency in financial services. 

Start a Free Trial Read the Blog

Access EDB’s Security Docs

Learn more about EDB's data 

security commitment and view our 

security documentation.

EDB Trust Center

https://www.enterprisedb.com/products/edb-postgres-distributed?utm_source=wb&utm_medium=or&utm_campaign=wb_em_int_dora-campaign-tde-20241203
https://www.enterprisedb.com/blog/strengthening-security-financial-services-how-dora-shaping-future-resilience?utm_source=wb&utm_medium=or&utm_campaign=wb_em_int_dora-campaign-tde-20241203
https://email.sg.on24event.com/ls/click?upn=u001.7kf5QUY4LGF7Fzt7LGE4baVDRMUwtOdXTikxj3wieOjRIQeB9n8g5HOdA-2BUBdEms4jBQW7C1k1cUzO5qktn0jDsUPmlozmsmFE7yeZvbSy9hAdoxUNOjqsd9nXKtUF-2FsOy1jDVTLj5eK721QPZZcZYj3fosvZZd5zjZys2ezFjg-3DRTJK_pLkck-2B6Kp8XQahTtHIyzW0oEEGnvYfmfX0urGcWBnzV5rKiECscLfbjIUEVGwkpZQi9ImTX-2BXvpV3I795XJhqVM5TyGJp1Rlc2MEySlxI6Uwp0aQdWCITHVB1pBe-2FoKaTZLl7J9uQQYsPnPCYNP-2FMA4SsJRkwAMLXDovdOqIc28scWE-2BR-2FqPXp6E6OcaHBpgbfkoip077tobDbqgMc3JlWmzGgsg5SqaHSfD6RBzQsG44aT5oxovPwzeUs5wPTQvOfg2VFMcQTEfGQjpjl9o7Y9WiXbqlkv-2FuSO8Rjv7sCVXgf3ZfxFkPN52AC-2FCptO77hVcwJav6Quha1zMf2qll5zaaMIPLgOTq5-2ByzbHBQKo-3D
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Thank You!
Contact us for your own 

custom Postgres tools and 

tuning solutions.

https://www.enterprisedb.com/contact?utm_source=wb&utm_medium=or&utm_campaign=wb_ww_int_mastering-postgres-high-availability-20240912
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