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Who is EDB?

1500+ Enterprises and Growing
EDB deeply understands

Enterprise Postgres needs.

79 Countries around the World

Global footprint and employee base.

Millions of people using Postgres
in the world

Long-term customers and deep
Postgres capabilities.

3 of 7 Postgres Core Team Members,
7 Committers, 40+ Contributors

EDB is the leading Postgres
community contributor.

30% of Postgres Code Contributed in 2023
Driving the innovation and
foundation of Postgres.

>300 Dedicated Postgres engineers
Unparalleled expertise in Postgres.
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An intelligent platform for unified management of transactional,
analytical, and Al workloads - powered by Postgres.




OUR PLATFORM

EDB POSTGRES Al PLATFORM

UNIFIED WORKLOAD MANAGEMENT
_ ANALYTICAL ARTIFICIAL INTELLIGENCE

SINGLE PANE OF GLASS ADMINISTRATION

INTELLIGENT
HYBRID DATA ESTATE OBSERVABILITY ENTERPRISE SECURITY

HYBRID AND MULTI-CLOUD DEPLOYMENT EXTENSIBILITY
DEVOPS TOOLING
KUBERNETES TOOLING

PLATFORM TOOLS AND SERVICES

GENAI & LLM INTEGRATIONS
MIGRATION CONTINUOUS HIGH BACKUP AND

PORTAL AVAILABILITY RECOVERY LAKEHOUSE INTEGRATIONS

Delivered with world-class
strategic partners:

carahsoft. «&, Red Hat




Which Core EDB Plan Is Right for Your Organization?

EDB Community 360 Plan EDB Standard Plan EDB Enterprise Plan
Protect PostgreSQL with EDB Expert Support Strengthen and extend PostgreSQL with enhanced Migrate costly Oracle workloads to Postgres or elevate
security, resiliency, reliability and optimization. Postgres to enterprise-grade with advanced security,
reliability and much more.
Software: Software: Software:
PostgreSQL EDB Postgres Extended EDB Postgres Advanced Server (EPAS)

Oracle Compatibility

Advanced Replication* Advanced Replication*
Transparent Data Encryption Transparent Data Encryption .
PostgreSQL PostgreSQL PostgreSQL

Open Source Tools
Community PostgreSQL
EDB & Community Support
CloudNativePG

Open Source Tools

Community PostgreSQL

EDB & Community Support

EDB Postgres for Kubernetes

EDB Tools & Extension - including PEM
EDB Postgres Distributed Add-on*
EDB Postgres Extended

Open Source Tools

Community PostgreSQL

EDB & Community Support

EDB Postgres for Kubernetes

EDB Tools & Extension - Including PEM
EDB Postgres Distributed Add-on*
EDB Postgres Extended

EDB Postgres Advanced Server
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DORA

In the context of banking, DORA stands for the Digital Operational Resilience Act,
a regulatory framework established by the European Union (EU) to strengthen the
digital resilience of financial entities. It applies to banks, investment firms,

payment institutions, and other entities operating within the EU financial sector.

Ensure that financial
institutions can withstand,
respond to, and recover from all
types of ICT (Information and
Communication Technology)
disruptions and threats.

Create a harmonized regulatory
framework across the EU to
reduce fragmentation in
cybersecurity and ICT risk
management.

Core requirements

ICT Risk Management:
Institutions must establish
robust frameworks for
managing ICT risks, including
governance, internal controls,
and incident response
mechanisms.

Incident Reporting

Digital Operational Resilience
Testing

Third-Party Risk Management
Information Sharing

Adopted in 2022
Implementation expected by
January 2025

Why is DORA important?

Cybersecurity
Consumer Trust
Regulatory consistency

OO
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Security: Where we are today!

Here are some general figures and trends that were relevant up to that date:

OO

Number of Data Leaks: The number of reported data leaks has increased in
recent years, with thousands reported each year worldwide.

Number of Data Exposed: The number of records or data exposed in these
leaks varies considerably, ranging from a few thousand to hundreds of
millions or even billions of records.

Targeted sectors: The most frequently targeted sectors include healthcare,
flnancial services, retail, government agencies and the technology industry.
Data Leakage Methods: Common methods of data leakage include
ransomware attacks, security breaches, human error, phishing and internal
data leaks.

Financial consequences: Data leaks can entail huge costs for companies,
including remediation, loss of reputation and legal penalties.



Multiple layers of security

[ 4 P [ 4
E tion in t it and el
ncryption in transit an
host authentication
Data Center Physical access
DB Server network
DB Host
access Host access
SQL Injection Attack
Authentication: DB Server Prevention
- Users
- Roles Database files Data redaction/masking
= Password profiles
-. DML/DDL Auditing

Data access control: File system encryption

Tables Data file encryption Key

Columns - Management

Rows Data encryption Service

Views « TDE

Security barriers

= Column encryption
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What is TDE?

1.

Transparent Data Encryption (TDE) is a feature
of EDB Postgres Advanced Server and EDB
Postgres Extended Server that prevents
unauthorized viewing of data in operating
system files on the database server and on
backup storage

Data encryption and decryption is managed by
the database and does not require application
changes or updated client drivers

Data will be unintelligible for unauthorized users
if stolen or misplaced
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Key Management Service

= Data Encryption: Encrypt data at rest (such as in databases or storage) or in
transit using encryption keys.

= Key Lifecycle Management: Create, rotate, and retire cryptographic keys in a
secure manner.

= Access Control: Control who has access to certain keys and ensure only
authorized entities can use them.

= Compliance: Helps meet regulatory requirements for handling sensitive data
and encryption.

b



Key Management Service supported

b

HashiCorp Vault (KMIP Secrets Engine and Transit Secrets Engine)
Amazon AWS Key Management Service (KMS)

Google Cloud - Cloud Key Management Service

Microsoft Azure Key Vault

Thales CipherTrust Manager

o . O 9
Vault
: AWS Azure Key Google Thales CipherTrust
HashiCor
Voot KMS Vault KMS Manager




High Level Overview of TDE
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Database file contents unintelligible.
Even to system administrator
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Transparent Data Encryption (TDE)

Server 1

@ Instance 1
Backups —
Monitoring

Agent

Server 2 Key wrapping

g Instance 2
Monitoring

Monitoring Agent

Server N

g Instance N
Monitoring

Agent




What exactly is encrypted?

All Data files
Tables
Sequences
Indexes
TOAST tables
System catalogs

Write Ahead Log (WAL)

Temporary files
tuplestore
sort
hash join

oo




What isn't encrypted?

OO

Metadata internal to the operation of the
database (does not contain user data):
pg_subtrans, pg_xact, etc.

File names and file system structure in
PGDATA

Data in foreign tables

Server diagnostics log

Configuration files (pg_hba.conf,
postgresgl.conf)




How is the TDE enabled?

b

Transparent data encryption is enabled when the database cluster is first
initialized

The Database Encryption Key (DEK) is generated and encrypted by initdb and
stored in a directory within PGDATA

To secure the DEK, it should be wrapped by encrypting it with another key

export PGDATAKEYWRAPCMD='openssl enc -e -aesl28-wrap -pbkdf2 -out "%p"'
export PGDATAKEYUNWRAPCMD='openssl enc -d -aesl28-wrap -pbkdf2 -in "%p"'

The EDB implementation is flexible and allows any command to be used to
WRAP and UNWRAP the DEK
Data is encrypted with AES-128-XTS



Source: https://www.enterprisedb.com/blog/TDE-Postgres-Advanced-Server-15-Launch

Performance

When the system CPU is not overloaded, using a
low number of virtual users, the impact of

enabling TDE on performance is not significant. ***
When the system CPU usage is intense, with a *

high number of virtual users, the impact of TDE

has been measured to a /.3% drop in terms of

transaction rate that the database system can
handle. d

In this TPC-C-like (TPROC-C) context, according
to the PGWAL Write throughput chart, enabling
TDE does not seem to lead to a higher database
page rate or a bigger database size.

W
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https://www.enterprisedb.com/blog/TDE-Postgres-Advanced-Server-15-Launch
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Thank you



